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Securing a smarter planet

New possibilities. New complexities. New risks.
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Managing risks by Securing ALL Projects

'~ | Emerging technology & Data Center Consolidations
¢ al A Virtualization and cloud computing increase infrastructure complexity.

A Web 2.0 and SOA style composite applications introduce new challenges with the
applications being a vulnerable point for breaches and attack.

Data and information explosion

A Data volumes are doubling every 18 months.*

A Storage, security, and discovery around information context is becoming increasingly
important.

Wireless world
A Mobile platforms are developing as new means of identification.

A Security technology is many years behind the security used to protect PCs.

Supply chain
A The chain is only as strong as the weakest
share of the load for compliance and the responsibility for failure.

Clients expect privacy
A An assumption or expectation now exists to integrate security into the infrastructure,
processes and applications to maintain privacy.

Compliance fatigue
A Organizations are trying to maintain a balance between investing in both the security
and compliance postures.

*Source: Pyramid Research, October 2007



Collaboration Brings Complexity, Making it Harder to Secure the Enterprise
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The War on Data is Unrelenting
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News Items are Accelerating, and Confirm the On-going Challenges

Survey: CISOs worried about Data Breaches Booming
insiders data breaches www.informationweek.com, 2009

www.scmagazineus.com/Survey-CISOs, 2009

Humans the weakest link in any security system

www.networkworld.com/news, 2009

Aetna named in security-breach lawsuit

www.hartfordbusiness.com, 2009

Heartland CEO says data breach

was 'devastating' Man made $112,000 in bank account
www.computerworld.com 2009 hacking scheme
www.computerworld.com2009
Thieves Snatch Billions in Survey: Security
Credit Card Fraud challenge

www.abcnews.go.com 2009

www.fcw.com, 2009

ATM malware spreading around the world, researcher says

www.computerworld.com 2009
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Report Summary: ISS X-Force 2009 Mid-Year Global Update
Attacks Continue Across all Security Domains

2,240 new vulnerabilities were discovered in the first half of 2009,
an 2% decrease over 2008, but SQL injection and Active X exploitations
are on the rise.

>

A 50.49% of all vulnerabilities are Web application vulnerabilities

A AGain accessoO0O remains the primary consequert

A Portable Document Format (PDF) vulnerabilities disclosed in the first half of 2009 has
already surpassed disclosures from all of 2008

A us regains top spot in hosting the most malicious Web sites

A Trojans make up 55% of all Malware
A Information-stealing Trojans are the most prevalent malware category

A New malicious Web links increased by 502% in comparison to the first half of 2008.

A URL spam (simple, one-liner text-based spam) that evades anti-spam technologies
emerged in early 2008, continues to be the predominant type, coming from well known &
trusted domains (blogspot, doubleclick, google)

66% of phishing is targeted at the finance industry, =1 %0 targeted at Online Payment
Institution

>




Information Risk Management Challenges are Large, Complex & Many

A Keeping up with Compliance Regulations: New and Existing

A Internal / External Fraud i Threat / Vulnerability Analysis and Mitigation

A ldentity Theft i Employees, Vendors / Contractors, Customers, Partners

A Data Breaches i Data @ rest and in-transit; Data Leakage Prevention (DLP)
A Business Continuity and Resilience i including Pandemic Planning

A Identity and Access Management i Audits on entitements and provisioning
A Employee and Customer Awareness i of evolving security and fraud risks

A Financial Crimes i Organized Crime Ring Attacks and Data Sharing Services
A Managing 3" Party Risk i Vendor Risk Management

AIT Risk Management and Continuous Control Monitoring



New Massachusetts Regulation: Too Intrusive? or on the Mark
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The goal of the regulation is to ensure that organizations that hold personal and
private data of Commonwealth of Massachusetts citizens put in place policies,
procedures, and protections to ensure that this data is stored and transmitted
securely in order to avoid the loss of or unauthorized access to that data.

General requirements: In order to achieve these requirements,

the regulation specifies that the following

technical security measures be in place,

monitored, and maintained.

= Protection of Data - Encryption & Data
Leakage

* Protection of personal data of Mass
residents - regardless of the location
of the business

- First Name, Last Name

- SSN, Drivers License. or State ID number - At Rest - data on the local PC & external

- Financial Account & Credit Card info storage
- In Motion - ANY form of transmission
(Email, FTP, USB)

Written Information Security Policy
(WISP) to govern handling of personal
information “Reasonable” monitoring of networks &

Regulations o . systems for unauthorized use or access.
4 Periodic Assessment (annual) to validate

controls and processes Up to date Firewall Protections (Network &

Endpoint)
Dedicated employee(s) to own, manage,

W Endpoint Security - Anti-Virus, Malware,
and maintain the program

Spyware
Education of employees on data
management policy and best practices

Patch Management - Operating System,
Anti-Virus, other protection solutions

Disclosure of a breach User account and rights management
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Financial Fraud is the Leading Category of Financial Loss

Financial fraud $21,124,750

Virus (Worms/Spyware) $8.391

System penetration by outsider $6,875,000

Theft of confidential data, from all
causes but mobile device theft $5,685,000

Laptop or mobile hardware theft $3,881,150
Insider abuse of Net access or e-mail $2,889,700

Denial of service $2,888,6p0

Phishing, where your organization was
fraudulently represented as sender $2,752,0

Bots (zombies) within the organization $2,869.6

Theft of proprietary info from
mobile device theft $2,345,000

Theft of confidential data from
mobile device theft $2,203,p00

Sabotage of data or networks $1,056,000

Unauthorized employee access
to information $1,042,700

Web site defacement $725,300

Telecom fraud $651,000

Misuse of wireless network $542.850
Misuse of public Web application l§ $251 000
Instant messaging abuse $200,700
Password sniffing il $168,100
Blackmail §$160,000

SHESNE of your organization's § o 0,50y (Saurce: CSI 2007 Survey, n= 494, US)

0 $5 million $10 million $15 million $20 million




Is this the Security Problem?

LOST OPPORTUNITY

50% of consumers avoid making
purchases online because they are afraid
their financial information will be stolen
(Source: Cyber Security Industry Alliance
survey of consumers, 2007)

LOST CUSTOMERS

33% of consumers notified of a security

| breach will terminate their relationship with

the company they perceive as responsible
(Source: Ponemon Institute, 2007)

LOST REVENUE

The average cost per hour of unplanned
downtime = $42,000, per 1000 transactions
(Source: Alinean ROI Report)



Or is this the REAL Security Problem? Complexity

New Methods and Motives:

Adding to the complexity and sheer number of risks

Compliance Spending:
Investing in more point
products to solve more
point problems

EVOLVING
COMPLIANCE

EVOLVING
ECONOMICS

The Global Economy:
Driving new security
support requirements

EVOLVING

IT Innovation:
Requiring new ways to
secure the new ways

EVOLVING we collaborate
TECHNOLOGIES

EVOLVING Flexibility in
BUSINESS - .
NEEDS B_usmess Methc_)ds.
To Improve operations

and serve customers

Integration is key to managing the cost and complexity of the evolving landscape

*InformationWeek 2008 Security Survey




The Security Challenges of Cost and Complexity

-Intrusion Detection (IDS)
-Security Information Management
-Firewall

-Other

-Access / ID

-Virtual Private Network
-Endpoint Firewall
-Patching

-Vulnerability Assessment
-Spam filtering

-Anti virus

-Anti spam

-Web Filtering
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Source: Customer interviews

Appliances 15% Services 24%

Hardware 9% |

Software 7%

People 45%

AEnterprises are looking to reduce security complexity

AEnterprises require integrated solutions that reduce total
cost of protection and improves their security posture

AiPeopl ed consume the | argest




FY 2008 Security Study from the Ponemon Institute

A Costs of a data breach continue to rise (now $202 per record, avg. total cost = $6.6M)
- Lost business is the largest cost of a data breach ($139 of the $202)

A 3rd Party data breaches are increasing

A What are survey companies doing about breaches?
- Training / Awareness programs lead their efforts against future breaches

- Leading technology measures include encryption, identity / access mgmt.and data loss prevention

A Increased customer churn rates drive business costs higher

AfiSome of the best news out of this survey
care when organizations screw up and | ose

T Quote from Dr. Larry Poneman of the Poneman Institute as reported by The Washington Post February 3, 2009

Source: Ponemon Institute, 2008 Annual Study, AfCost of a Data Breact



Lost Business Costs from a Breach are High and Growing

Notification Response Lost Business l

Source: Ponemon Institute, 2008 Annual Study, AfiCost of a Data Brea




Cust omer AChur no New Provider

Healthcare

Financial

Transportation
Technology
Education
Pharmaceutica
Retail

E[. tertainment
Manufacturing

Marketing

0.0%

Sour ce: Ponemon nstitute, 2008 Annual Study fACost of a Data Brea



Third Party Share of Data Breaches is Growing

2005 2006 2007 2008

h % 40% 44% B Third Party
e il 60% 56% Internal

AOQutsourcers / consultants often analyze or process customer related information

A100% growth in third party share of breaches in only 3 years

Source: Ponemon Institute, 2008 Annual Study ACost of a Data Breach



Security and Your Business: Assuring Customer Confidence

A Only 44% of respondents feel their
information is safe when engaging in e-
commerce.

A 50% avoid making purchases online
because they are afraid their financial
information will be stolen.

A 94% say ID theft is a serious problem

A Only 24% say businesses are placing the
right emphasis on protecting information

systems and networks.

Source: Cyber Security Industry Alliance Assure brand pOSition Wlth reco_gnition Of
survey of consumers, 2007 trusted partner and trusted provider status



Security and Your Business: Reduci

ADondét underesti mate the human factor
A Lost Laptops continue to be a leading area of lost sensitive data

A Insider negligence is a high cause of breaches
-Over 88% of all cases in 0608 involved inc

- Per-victim cost for data breaches involving negligence cost $199 per record vs.
malicious acts costing $225 per record.

Source: Ponemon I nstitute, 2008 Annual Study ACost of

AR Oh no, what was in that spreadsheet ?

A Social Engineering Challenges



Security and Your Business: Protecting Against Possible Liability

A Negligence is defined as the failure to assert
due care (level of care that a reasonable
person would have used under similar
circumstances [Westby 04], [Braun 04])

A Leaders who make their decisions with due
care may receive protection

A Taking action to protect critical information
assets is a way for leaders to demonstrate
that they are acting in a reasonable manner

A The high-profile case of TIX demonstrates
the point: the buck stops in the boardroom


https://buildsecurityin.us-cert.gov/daisy/bsi/articles/best-practices/management/564.html
https://buildsecurityin.us-cert.gov/daisy/bsi/articles/best-practices/management/564.html

Security and Your Business: Creating a Foundation of Trust

Reliable Information ™=  Communication
Communication ™=  |jeoas
ldeas mmmm) [nnovation

Innovation =) Growth

AThe centr al informattomsecusity is & mdans, not
an end. Information security serves the end of trust. Trust is

Security efficient, both in business and in life; and misplaced trust is
] rui nous, both i n business and i
the price. Wi thout ¢trust, i nf or

Dan Geer, risk management and security expert, from the Cutter Consortium Business i IT article

AWhy I nformation Matterso
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Security Approach

= Streamline Point
Products

* Qutsource/MSS

* Reduced
Management
Consoles

* Vendor Reduction

* Risk-Driven
Consolidation

* Moderately
lower cost

= Significantly
lower cost

* Moderately
lower cost

* Moderately
lower cost

= Significantly
lower cost

Potential Impact

* Lower security
data volume

* Reduced personnel
management,
documentation

* Fewer system
views

* Reduced
administrative
burden

* Improved visibility,
streamlined
documentation &
decision support

* Increased
vulnerability
at endpoints

» Equal or better
risk posture

» Decreased monitoring/
analysis & response
capabilities

* Technology &
skill gaps

» Optimized risk
posture



| BMO s

A Holistic Security Framework

The IBM Security Framework

People and Identity

Data and Information

Application and Process

Network, Server, and End-point

Physical Infrastructure

COCO OO

Common Policy, Event Handling and Reporting

Recommended

SECURITY COMPLIANCE

Security is a key element in achieving and maintaining
regulatory compliance (PCI, GLBA, SOX, etc.) While
enterprises themselves own their regulatory compliance
position, IBM can help assess and remediate security for
your environment.

IDENTITY & ACCESS MANAGEMENT

Help you enable more secure collaboration with internal and
external users with controlled and security rich access to
information, applications and assets

DATA & INFORMATION SECURITY
Assistance in protecting and securing your data assets.
Every application, or business is dependant on the security
of its data.

APPLICATION & PROCESS SECURITY

How to continuously manage, monitor and audit application
security based on business decisions.

NETWORK, SERVER & END POINT SECURITY

Comprehensive threat and vulnerability management across
networks, servers and end-points. In web 2.0, the end point
is key to security.




The Challenge: Managing Risk Across These Key Business Processes

Identity & Access Mgt Secure Development Tools Digital Video Surveillance
Federated Identity Mgt. Security Method Enforcement Smart Surveillance Solns.
Trusted Identity Web Application Scanning RFID so_lutlons

Identity Provisioning Application Firewall Enterprise Asset Mgt.

Identity Proofing SOA & XML Security Physical Security

Intrusion Detection

Database/Content Mgt Vulnerability Mgt.

Content Monitoring Event Correlation

Data Governance Change & Config. Mgt
Data Encryption Solns. Security Compliance Scan

Storage Management



An Example of a Holistic Business Driven Security Framework

Governance, Risk Management and Compliance

Strategy
A Strategy defines Information security policy
A Enterprise security architecture

Governance framework
A Governance structure
A standards and compliance driven policies

Security risk management framework
A Threat risk assessment
A Information asset profile
A Project risk assessment
A Security risk management

Compliance program
A Regulatory compliance
A Technical, policy and standards compliance
A Health checking
A Internal audit and response
A Managed Compliance

Privacy and information management strategy
A Policy based on strategy
A Define privacy information strategy
A Requirements and compliance process

Network Server and Endpoint

Network segmentation and
boundary protection

A Network zone management and
boundary security infrastructure

A Remote access infrastructure

A Intrusion defense and identification

A Network security infrastructure
Content checking

A Virus protection

A Content filtering

Vulnerability management

A Patch management

assessment
Endpoint Security
A Trust
A Certificates

Data Loss Prevention

Physical security

Site security

A Site planning

A Site management
Training

A Awareness and training

A Asset management

Training

A Awareness and training
Access management

A Single sign-on

A Authentication services

Identity proofing
A Access management
A Background screening
A Identity establishment

Standards, practices and controls
A Standards requirements based on business needs
A Standards rules definitions
A Impact assessment

A Standard operating environment

A Vulnerability scanning and

Physical asset management

A Document management

Incident management
A Incident response
A Incident management
A Event correlation
A Forensics

Business process
transaction security

A Fraud detection

A Data transaction security
Database security

A Database configuration

A Master data control
Message protection

A Public key infrastructure

A Message protection security

Secure storage
A Data retrieval
A Data storage protection
A Data destruction
A Archiving
Systems integrity
A Security in systems management

A Security in business continuity
planning
Encryption

Application and Process security

Systems development
lifecycle (SDLC)

A Business rules based on policies

A Security objects based on business
needs

A Security in the SDLC process

Application development
environment

A Secure coding practices

A Operational application support
A Input validation

A Web 2.0 development

People and Identity

Identity lifecycle management
A User provisioning
A Other entity provisioning
A Identity credential management

Third party security
A Awareness training
A Code of conduct based on policies
A Trust Relationships




Security offers tangible benefits to the business

ASecurity reduces business risk

A Security assures the delivery of reliable
information required for innovation

A Security assures investor confidence

A Security assures customer confidence

A Security enables compliance

A Security protects against possible liability

A Security assures ability to transact business

Trusted
Security mmmp mm) Business

Information
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What to do NOW to help your security posture

A Help your CEO & Board see security as a business imperative

- They have a fiduciary role

AWhil e there are no silver bullets, fAbest p
A Prioritize your security projects, investment $$ and resources are often limited

A Reduce complexity to save $$$
- Consider:
A Managed Security Services with a trusted partner
A Reducing the number of security vendors for strategic advantage

A Ensure your vendors & outsourcing partners implement strong security
- Your security depends on it



What you can do NOW to help your security posture (cont.)

AProtect agai nst -eriminasrare hungryttohgeténat s é . e
- The data is under siege: networks, servers and endpoints all need protection
- Firewallsandanti-vi rus si mply arendét enough

AProtect against internal threatsééto preve
- Explore Data Loss Prevention solutions for networks, servers and endpoints, including encryption
- Implement strong identity & user access solutions

AConduct regular risk and vulnerability ass
- Consider rotating your assessment vendors, for fresh insights

A Develop new applications with security built in from the beginning
- And test existing applications for vulnerabilities

A The end user is a weak link, keep security awareness alive
- Educate and train employees and others on their roles and responsibilities

A Have a documented security incident response plan
- What would you do? What depts. are involved? Who would you call for help? Time is of the essence



IBM Internet Security Systems Overview

AFounded in 694, acquired by IBM in October
A A market leading IT security company that is now a key IBM division

-Pi vot al to I BMO6s holistic, framewor k base
Al BMé6s helping |l ower risks, costs and compl exi

- Protection leadership in network, server and endpoint solutions
A Security Products (HW / SW)
A Professional Security Services (consulting)

A Managed Security Services

A More than 12,000 clients worldwide

- 3700 Managed Security Services (WW, all industries)

A The X Force: a global security intelligence leader

A A global leader in preemptive security and
managed protection services

A Gartner Magic Quadrant Leader



Only IBM Security is Backed by the IBM X-Force® Research Team

Research Technology Solutions

- - X-Force Protection Engines
Original Vulnerability

Research _ AExtensions to existing engines
" ANew protection engine creation

Z

| X-Force Xpress Updates ‘/soumous \
- \
ASecurity Content Update \ ‘/

Development
ASecurity Content Update QA

R-FOI’CG |nte|||gence |

AX-Force Database
AFeed Monitoring and Collection
Alntelligence Sharing

The X-Force team delivers reduced operational complexity T
hel ping to build integrated t-emdhnoil mgli iefsi




ASecurity Risk
Management

ASecurity Program
Design and
Management

ACompliance &
Regulatory Services

APrivacy Services

AAssess, Design,
Deploy, Manage &
Support Services

ASecurity Enablement
and Vulnerability
Management

AApplication Security
AEducation services
ANetwork Protection

AEndpoint System
Protection

IBM ISS Professional Security Services Portfolio

ISS Security Focus Areas

AData Security

AEnterprise Content
Protection Services

AEndpoint Data
Protection Services

AActivity Compliance
Monitoring and
Reporting Services

Aldentity and Access
Management

Aldentity Assessment
and Strategy Services

AUser Provisioning
Services

AWeb Access
Management Services

AEnterprise Single Sign-
on Services




IBM Managed Security Services

Managed Security Services

Vulnerability

Managed and Monitored Management Services

Firewall Services

Security Event

Managed Identity Management Services

Services

Managed IPS and % ¢ — : = - : Secure Log Management
IDS Services il o ; ‘ Services

Managed = T — il IBM ISS X-Force® Threat
UTM Services t : Analysis Services

Managed Protection e Managed E-mail Security
Services for Networks,

Servers and Desktops Managed Web Security




IBM Global Security Reach and Expertise

8 Security
Operations Research Monltored
Centers

e—.
Detroit, US g _ Tokyo, JP

Almaden, US - . s
g TJ Watson, US ’ ) 7 Tokyo, JP

Boulder, US

anta ‘ v | "N";H x- \ ; \!F
Atl ,US
,
¥

Hortolandia, BR
Brisbane, AU

IBM has the unmatched global and local expertise to deliver
complete solutions i and manage the cost and complexity of security




IBM Internet Security Systems Product Offerings

; Unified Enterprise Security

provvenﬂﬂ man ugemeni Console for all products

NEW Data Security Services and Data Loss Prevention (DLP)

Vulnerabili nning Applian
AR g Appliance Data Leakage i A holistic

approach to ensure that data
FIDELIS does not find
ceccccocPreocccce controlled environments

IBEE  veroasys

AvVulnerability Discovery
ARemediation Recommendation, prioritization
and assignment
ATracking to resolution
ACompliance Reporting

proventia network

NEW proventia

proventia‘server :
endpoint secure control

proventia‘server

proventia'network proventia'network

Real Secure Server
Sensor

Desktop Protection Ager

Protection Appliances

L >

Proventia Network IPS 7 GX Models
MPreemptive Security for Networks
Adentifies & analyzes >140 protocols

Protection Appliance)

L >

Multifunction Appliance i MX UTM
A AdntfOned Protecti o

Protection Agent

System / Data Protection &
System Management Agent
Kirewall

Antrusion Protection

Aantivirus (signature & behavioral)
MDevice control

ADS/IPS

MBi-directional deep packet decode usin N\ )
Protocol Analysis lf)llgdule g AW/VPN ) fiMud aiyer edo Pr ofdec tﬁl'gﬂ Q\ng BIGFIX
ASized by segments and network AantiVirus (signature & behavioral) Avindows & Linux A -
throughput to protect AntiSpam Real Secure Server Sensor Kirewall Awnhole disk encryption

Aweb Filter

Apatch management
Spyware

Aower management
Aompliance/SCAP/FDCC
ASoftware deployment/removal

(10Mb to 5 Gb in line)
Avirtual Patch Technology i ahead of the
threat i protection against zero day
attacks with X-Press Updates

Aolaris, AIX, HP-UX & Windows
Airewall

Antrusion Protection
MProtects SSL applications

Antrusion Protection
MProvides monitoring of Windows
Registry, users, files and directory




Industry Recognition for our IBM Global Security Solutions

A Leadership in Managed Security
Services (2007, 2008, 2009)

I Gartner Magic Quadrant
1 Forrester Wave
I Frost & Sullivan

A #1 ldentity Management
Provider, IDC (2007)

A #1 Vulnerability Assessment
Provider, Frost & Sullivan (2007)

A NSS Labs Gold Award (1sti n 5 yr s)
GX6116 Network IPS (2009)

A Gartner Leaders Quadrant,
Network IPS (February 2008)

A Gartner Leadership Quadrant,
Web Access Management (October 2007)

A Gartner Leadership Quadrant,
User Provisioning (August 2007)
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Beyond Offerings, Other Ways IBM can Help

Two no charge assessment opportunities

AWhere do we stand? Security Self Assessment
- IT Security Assessment Tool for Mid-size businesses (from Aberdeen Group)

A Compare yourself with other companies with an easy-to-use online assessment tool.

A http://www-
03.ibm.com/businesscenter/smb/us/en/itsecuritytool?&ca=smblT101408&tactic=&me=W&met=inli&re=homeherousl

AWhere can we save money while lowering risk? Cost Analysis
Assessment
- Managed Security Services (MSS) Total Cost of Ownership Calculator
A Tool is used by ISS in collaboration with you the client, based on your environment

A Please contact psmchugh@us.ibm.com who will connect you with your 1SS team who
can help you determine if this assessment is right for you.



http://www-03.ibm.com/businesscenter/smb/us/en/itsecuritytool?&ca=smbIT101408&tactic=&me=W&met=inli&re=homeherous1
http://www-03.ibm.com/businesscenter/smb/us/en/itsecuritytool?&ca=smbIT101408&tactic=&me=W&met=inli&re=homeherous1
http://www-03.ibm.com/businesscenter/smb/us/en/itsecuritytool?&ca=smbIT101408&tactic=&me=W&met=inli&re=homeherous1
mailto:psmchugh@us.ibm.com
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Thank You

Q&A

Phil McHugh, Americas
Don Darden, Indiana
Brian Kitz, Michigan

psmchugh@us.ibm.com
dardend@us.ibm.com
bkitz@us.ibm.com

Ibm.com/services/security



