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Securing a smarter planet

New possibilities. New complexities. New risks.
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Managing risks by Securing ALL Projects

'~ | Emerging technology & Data Center Consolidations
¢ al A Virtualization and cloud computing increase infrastructure complexity.

A Web 2.0 and SOA style composite applications introduce new challenges with the
applications being a vulnerable point for breaches and attack.

Data and information explosion

A Data volumes are doubling every 18 months.*

A Storage, security, and discovery around information context is becoming increasingly
important.

Wireless world
A Mobile platforms are developing as new means of identification.

A Security technology is many years behind the security used to protect PCs.

Supply chain
A The chain is only as strong as the weakest
share of the load for compliance and the responsibility for failure.

Clients expect privacy
A An assumption or expectation now exists to integrate security into the infrastructure,
processes and applications to maintain privacy.

Compliance fatigue
A Organizations are trying to maintain a balance between investing in both the security
and compliance postures.

*Source: Pyramid Research, October 2007



Collaboration Brings Complexity, Making it Harder to Secure the Enterprise
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The War on Data is Unrelenting
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News Items are Accelerating, and Confirm the On-going Challenges

Survey: CISOs worried about Data Breaches Booming
insiders data breaches www.informationweek.com, 2009

www.scmagazineus.com/Survey-CISOs, 2009

Humans the weakest link in any security system

www.networkworld.com/news, 2009

Aetna named in security-breach lawsuit

www.hartfordbusiness.com, 2009

Heartland CEO says data breach

was 'devastating' Man made $112,000 in bank account
www.computerworld.com 2009 hacking scheme
www.computerworld.com2009
Thieves Snatch Billions in Survey: Security
Credit Card Fraud challenge

www.abcnews.go.com 2009

www.fcw.com, 2009

ATM malware spreading around the world, researcher says

www.computerworld.com 2009
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Report Summary: ISS X-Force 2009 Mid-Year Global Update
Attacks Continue Across all Security Domains

2,240 new vulnerabilities were discovered in the first half of 2009,
an 2% decrease over 2008, but SQL injection and Active X exploitations
are on the rise.

>

A 50.49% of all vulnerabilities are Web application vulnerabilities

A AGain accessoO0O remains the primary consequert

A Portable Document Format (PDF) vulnerabilities disclosed in the first half of 2009 has
already surpassed disclosures from all of 2008

A us regains top spot in hosting the most malicious Web sites

A Trojans make up 55% of all Malware
A Information-stealing Trojans are the most prevalent malware category

A New malicious Web links increased by 502% in comparison to the first half of 2008.

A URL spam (simple, one-liner text-based spam) that evades anti-spam technologies
emerged in early 2008, continues to be the predominant type, coming from well known &
trusted domains (blogspot, doubleclick, google)

66% of phishing is targeted at the finance industry, =1 %0 targeted at Online Payment
Institution

>




Information Risk Management Challenges are Large, Complex & Many

A Keeping up with Compliance Regulations: New and Existing

A Internal / External Fraud i Threat / Vulnerability Analysis and Mitigation

A ldentity Theft i Employees, Vendors / Contractors, Customers, Partners

A Data Breaches i Data @ rest and in-transit; Data Leakage Prevention (DLP)
A Business Continuity and Resilience i including Pandemic Planning

A Identity and Access Management i Audits on entitements and provisioning
A Employee and Customer Awareness i of evolving security and fraud risks

A Financial Crimes i Organized Crime Ring Attacks and Data Sharing Services
A Managing 3" Party Risk i Vendor Risk Management

AIT Risk Management and Continuous Control Monitoring



New Massachusetts Regulation: Too Intrusive? or on the Mark
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The goal of the regulation is to ensure that organizations that hold personal and
private data of Commonwealth of Massachusetts citizens put in place policies,
procedures, and protections to ensure that this data is stored and transmitted
securely in order to avoid the loss of or unauthorized access to that data.

General requirements: In order to achieve these requirements,

the regulation specifies that the following

technical security measures be in place,

monitored, and maintained.

= Protection of Data - Encryption & Data
Leakage

* Protection of personal data of Mass
residents - regardless of the location
of the business

- First Name, Last Name

- SSN, Drivers License. or State ID number - At Rest - data on the local PC & external

- Financial Account & Credit Card info storage
- In Motion - ANY form of transmission
(Email, FTP, USB)

Written Information Security Policy
(WISP) to govern handling of personal
information “Reasonable” monitoring of networks &

Regulations o . systems for unauthorized use or access.
4 Periodic Assessment (annual) to validate

controls and processes Up to date Firewall Protections (Network &

Endpoint)
Dedicated employee(s) to own, manage,

W Endpoint Security - Anti-Virus, Malware,
and maintain the program

Spyware
Education of employees on data
management policy and best practices

Patch Management - Operating System,
Anti-Virus, other protection solutions

Disclosure of a breach User account and rights management
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Financial Fraud is the Leading Category of Financial Loss

Financial fraud $21,124,750

Virus (Worms/Spyware) $8.391

System penetration by outsider $6,875,000

Theft of confidential data, from all
causes but mobile device theft $5,685,000

Laptop or mobile hardware theft $3,881,150
Insider abuse of Net access or e-mail $2,889,700

Denial of service $2,888,6p0

Phishing, where your organization was
fraudulently represented as sender $2,752,0

Bots (zombies) within the organization $2,869.6

Theft of proprietary info from
mobile device theft $2,345,000

Theft of confidential data from
mobile device theft $2,203,p00

Sabotage of data or networks $1,056,000

Unauthorized employee access
to information $1,042,700

Web site defacement $725,300

Telecom fraud $651,000

Misuse of wireless network $542.850
Misuse of public Web application l§ $251 000
Instant messaging abuse $200,700
Password sniffing il $168,100
Blackmail §$160,000

SHESNE of your organization's § o 0,50y (Saurce: CSI 2007 Survey, n= 494, US)

0 $5 million $10 million $15 million $20 million




Is this the Security Problem?

LOST OPPORTUNITY

50% of consumers avoid making
purchases online because they are afraid
their financial information will be stolen
(Source: Cyber Security Industry Alliance
survey of consumers, 2007)

LOST CUSTOMERS

33% of consumers notified of a security

| breach will terminate their relationship with

the company they perceive as responsible
(Source: Ponemon Institute, 2007)

LOST REVENUE

The average cost per hour of unplanned
downtime = $42,000, per 1000 transactions
(Source: Alinean ROI Report)



Or is this the REAL Security Problem? Complexity

New Methods and Motives:

Adding to the complexity and sheer number of risks

Compliance Spending:
Investing in more point
products to solve more
point problems

EVOLVING
COMPLIANCE

EVOLVING
ECONOMICS

The Global Economy:
Driving new security
support requirements

EVOLVING

IT Innovation:
Requiring new ways to
secure the new ways

EVOLVING we collaborate
TECHNOLOGIES

EVOLVING Flexibility in
BUSINESS - .
NEEDS B_usmess Methc_)ds.
To Improve operations

and serve customers

Integration is key to managing the cost and complexity of the evolving landscape

*InformationWeek 2008 Security Survey




The Security Challenges of Cost and Complexity

-Intrusion Detection (IDS)
-Security Information Management
-Firewall

-Other

-Access / ID

-Virtual Private Network
-Endpoint Firewall
-Patching

-Vulnerability Assessment
-Spam filtering

-Anti virus

-Anti spam

-Web Filtering
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Source: Customer interviews

Appliances 15% Services 24%

Hardware 9% |

Software 7%

People 45%

AEnterprises are looking to reduce security complexity

AEnterprises require integrated solutions that reduce total
cost of protection and improves their security posture

AiPeopl ed consume the | argest




FY 2008 Security Study from the Ponemon Institute

A Costs of a data breach continue to rise (now $202 per record, avg. total cost = $6.6M)
- Lost business is the largest cost of a data breach ($139 of the $202)

A 3rd Party data breaches are increasing

A What are survey companies doing about breaches?
- Training / Awareness programs lead their efforts against future breaches

- Leading technology measures include encryption, identity / access mgmt.and data loss prevention

A Increased customer churn rates drive business costs higher

AfiSome of the best news out of this survey
care when organizations screw up and | ose

T Quote from Dr. Larry Poneman of the Poneman Institute as reported by The Washington Post February 3, 2009

Source: Ponemon Institute, 2008 Annual Study, AfCost of a Data Breact



Lost Business Costs from a Breach are High and Growing

Notification Response Lost Business l

Source: Ponemon Institute, 2008 Annual Study, AfiCost of a Data Brea




Cust omer NChurno to a New Provider

Source: Ponemon Institute, 2008 Annual Study fACost of a Data Brea



