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Agenda

ÁTodayôs complex world

ÁThe security landscape: Itôs scary

ÁWhy itôs hard to solve security challenges

ÁThe real impact of a breach 

ÁSecurity and your business

ÁDifferent approaches to security

ÁWhat you can do now to help your security posture

ÁIBM Security Capabilities Overview

ÁSome ways IBM Can Help
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New forms of collaboration

Globalization and globally 

available resources

Access to streams of 

information in realtime

Billions of mobile devices accessing the Web

Securing a smarter planet

New possibilities. New complexities. New risks. 
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Managing risks by Securing ALL Projects

Data and information explosion
Â Data volumes are doubling every 18 months.*

Â Storage, security, and discovery around information context is becoming increasingly 
important.

Supply chain
Â The chain is only as strong as the weakest linké partners need to shoulder their fair 

share of the load for compliance and the responsibility for failure.

Clients expect privacy
Â An assumption or expectation now exists to integrate security into the infrastructure, 

processes and applications to maintain privacy.

Compliance fatigue
Â Organizations are trying to maintain a balance between investing in both the security 

and compliance postures.

Emerging technology & Data Center Consolidations
Â Virtualization and cloud computing increase infrastructure complexity.

Â Web 2.0 and SOA style composite applications introduce new challenges with the 
applications being a vulnerable point for breaches and attack.

Wireless world
Â Mobile platforms are developing as new means of identification.

Â Security technology is many years behind the security used to protect PCs.

*Source: Pyramid Research, October 2007 
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Many Forms 
of dataé
ÁStructured 

Unstructured
Á Images
ÁVideo, Voice

With Many 
Forms of Travelé
ÁDigital
ÁVoice/audio
ÁCut and paste, IM
ÁPaper, Fax

Stored in 

different ways
on many devicesé

ÁCell phones
ÁLaptops
ÁPDAs,iPods
ÁBriefcases

Business 
Partners
Supply 
Chain

Coffee Shop
Hotels

Home

Protecting Data

ÁAt rest

ÁIn motion
throughout 
transaction

Inadequate, disjointed 

technology management

Collaboration Brings Complexity, Making it Harder to Secure the Enterprise

http://shopping.aol.com/apple-ipod-30-gb-multimedia-player/1222/499/490813406?k=ipods&tot=9744&rpshow=0&ocid=1
http://shopping.aol.com/apple-ipod-30-gb-multimedia-player/1222/499/490813406?k=ipods&tot=9744&rpshow=0&ocid=1
http://images.google.com/imgres?imgurl=http://www.sony.net/Fun/SH/1-35/shimage/neon.gif&imgrefurl=http://www.sony.net/Fun/SH/1-35/h1.html&h=197&w=300&sz=40&hl=en&start=1&tbnid=vTsNjks4o3tb9M:&tbnh=76&tbnw=116&prev=/images%3Fq%3Dtimes%2Bsquare%2Bsony%26svnum%3D10%26hl%3Den%26lr%3D
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The War on Data is Unrelenting

Espionage Sabotage

Deception

Computer 
Hacking

ά5Ŝƴƛŀƭ ƻŦ {ŜǊǾƛŎŜέ ŀǘǘŀŎƪǎ

Computer viruses, 
worms and logic bombs

Information 
blockades

Weaponized 
exploits

Trojan horse 
programs

Network or email 
address spoofing

Social Engineering
Hoax emails

Data Modification

Perception 
Management

Agent recruitment

Open source 
intelligence

Root Kits

Ransom Ware

Network Sniffing

Defacements
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Survey: CISOs worried about 

insiders, data breaches
www.scmagazineus.com/Survey-CISOs, 2009

Humans the weakest link in any security system 
www.networkworld.com/news, 2009

Thieves Snatch Billions in 

Credit Card Fraud
www.abcnews.go.com 2009

Man made $112,000 in bank account 

hacking scheme
www.computerworld.com2009

ATM malware spreading around the world, researcher says 
www.computerworld.com 2009

Heartland CEO says data breach 

was 'devastating'
www.computerworld.com 2009

Aetna named in security-breach lawsuit
www.hartfordbusiness.com, 2009

News Items are Accelerating, and Confirm the On-going Challenges

Data Breaches Booming
www.informationweek.com, 2009

Survey: Security is CIOsô top 

challenge

www.fcw.com, 2009

http://www.scmagazineus.com/Survey-CISOs
http://www.scmagazineus.com/Survey-CISOs
http://www.scmagazineus.com/Survey-CISOs
http://www.networkworld.com/news
http://www.abcnews.go.com/
http://www.breach.scmagazineblogs.com/
http://www.aafp.org/
http://www.csoonline.com/
http://www.hartfordbusiness.com/
http://www.informationweek.com/
http://www.fcw.com/
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Report Summary: ISS X-Force 2009 Mid-Year Global Update

Attacks Continue Across all Security Domains

ÁPortable Document Format (PDF) vulnerabilities disclosed in the first half of 2009 has 

already surpassed disclosures from all of 2008

ÁUS regains top spot in hosting the most malicious Web sites

Â 3,240 new vulnerabilities were discovered in the first half of 2009, 

an 8% decrease over 2008, but SQL injection and Active X exploitations                              

are on the rise.

Â 50.4% of all vulnerabilities are Web application vulnerabilities

Â ñGain accessò remains the primary consequence of vulnerability exploitation

Â URL spam (simple, one-liner text-based spam) that evades anti-spam technologies 

emerged in early 2008, continues to be the predominant type, coming from well known & 

trusted domains (blogspot, doubleclick, google)

Â 66% of phishing is targeted at the finance industry, 31% targeted at Online Payment 

Institution

Â Trojans make up 55% of all Malware 

Â Information-stealing Trojans are the most prevalent malware category

Â New malicious Web links increased by 508% in comparison to the first half of 2008.
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Information Risk Management Challenges are Large, Complex & Many

ÁKeeping up with Compliance Regulations: New and Existing

ÁInternal / External Fraud ïThreat / Vulnerability Analysis and Mitigation

ÁIdentity Theft ïEmployees, Vendors / Contractors, Customers, Partners

ÁData Breaches ïData @ rest and in-transit; Data Leakage Prevention (DLP)

ÁBusiness Continuity and Resilience ïincluding Pandemic Planning

ÁIdentity and Access Management ïAudits on entitlements and provisioning

ÁEmployee and Customer Awareness ïof evolving security and fraud risks

ÁFinancial Crimes ïOrganized Crime Ring Attacks and Data Sharing Services

ÁManaging 3rd Party Risk ïVendor Risk Management

ÁIT Risk Management and Continuous Control Monitoring
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New Massachusetts Regulation:  Too Intrusive? or on the Mark
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Financial Fraud is the Leading Category of Financial Loss

(Source: CSI 2007 Survey, n= 494, US)
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Is this the Security Problem?

LOST OPPORTUNITY

50% of consumers avoid making 

purchases online because they are afraid 

their financial information will be stolen 

(Source: Cyber Security Industry Alliance 

survey of consumers, 2007)

LOST REVENUE

The average cost per hour of unplanned 

downtime = $42,000, per 1000 transactions 

(Source: Alinean ROI Report)

LOST CUSTOMERS

33% of consumers notified of a security 

breach will terminate their relationship with 

the company they perceive as responsible 

(Source: Ponemon Institute, 2007)
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IT Innovation: 

Requiring new ways to 

secure the new ways 

we collaborate

The Global Economy: 

Driving new security 

support requirements

Compliance Spending: 

Investing in more point 

products to solve more 

point problems

New Methods and Motives: 

Adding to the complexity and sheer number of risks

Flexibility in 

Business Methods: 

To improve operations 

and serve customers

Complexity remains the biggest security challenge!*
Integration is key to managing the cost and complexity of the evolving landscape

*InformationWeek 2008 Security Survey

Or is this the REAL Security Problem?  Complexity
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ÁEnterprises are looking to reduce security complexity 

ÁEnterprises require integrated solutions that reduce total 

cost of protection and improves their security posture

ÁñPeopleò consume the largest percent of IT spend 

Source: Customer interviews

% of IT Spend

Software 7%

Hardware 9%

People 45%

Services 24%Appliances 15%

The Security Challenges of Cost and Complexity

IT Security Priorities

-Intrusion Detection (IDS)     1

-Security Information Management 2

-Firewall 3

-Other 4

-Access / ID 5

-Virtual Private Network 6

-Endpoint Firewall 7

-Patching 8

-Vulnerability Assessment 9

-Spam filtering 10

-Anti virus 11

-Anti spam 12

-Web Filtering 13

IT Security Priorities
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FY 2008 Security Study from the Ponemon Institute 

ÁCosts of a data breach continue to rise (now $202 per record, avg. total cost = $6.6M)

- Lost business is the largest cost of a data breach ($139 of the $202) 

Á3rd Party data breaches are increasing

ÁWhat are survey companies doing about breaches?

- Training / Awareness programs lead their efforts against future breaches

- Leading technology measures include encryption, identity / access mgmt.and data loss prevention 

ÁIncreased customer churn rates drive business costs higher

ÁñSome of the best news out of this survey is that churn is really happening.  People really do 
care when organizations screw up and lose their data.ò

ï Quote from Dr. Larry Poneman of the Poneman Institute as reported by The Washington Post February 3, 2009 

Source: Ponemon Institute, 2008 Annual Study, ñCost of a Data Breachò February 2009
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Lost Business Costs from a Breach are High and Growing

Source: Ponemon Institute, 2008 Annual Study, ñCost of a Data Breachò February 2009
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Customer ñChurnò to a New Provider can be High After a Data Breach 

Source: Ponemon Institute, 2008 Annual Study ñCost of a Data Breachò, February 2009


