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Agenda

ÁTodayôs complex world

ÁThe security landscape: Itôs scary

ÁWhy itôs hard to solve security challenges

ÁThe real impact of a breach 

ÁSecurity and your business

ÁDifferent approaches to security

ÁWhat you can do now to help your security posture

ÁIBM Security Capabilities Overview

ÁSome ways IBM Can Help
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New forms of collaboration

Globalization and globally 

available resources

Access to streams of 

information in realtime

Billions of mobile devices accessing the Web

Securing a smarter planet

New possibilities. New complexities. New risks. 
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Managing risks by Securing ALL Projects

Data and information explosion
Â Data volumes are doubling every 18 months.*

Â Storage, security, and discovery around information context is becoming increasingly 
important.

Supply chain
Â The chain is only as strong as the weakest linké partners need to shoulder their fair 

share of the load for compliance and the responsibility for failure.

Clients expect privacy
Â An assumption or expectation now exists to integrate security into the infrastructure, 

processes and applications to maintain privacy.

Compliance fatigue
Â Organizations are trying to maintain a balance between investing in both the security 

and compliance postures.

Emerging technology & Data Center Consolidations
Â Virtualization and cloud computing increase infrastructure complexity.

Â Web 2.0 and SOA style composite applications introduce new challenges with the 
applications being a vulnerable point for breaches and attack.

Wireless world
Â Mobile platforms are developing as new means of identification.

Â Security technology is many years behind the security used to protect PCs.

*Source: Pyramid Research, October 2007 



IBM Internet Security Systems

© Copyright IBM Corporation 20085

Many Forms 
of dataé
ÁStructured 

Unstructured
Á Images
ÁVideo, Voice

With Many 
Forms of Travelé
ÁDigital
ÁVoice/audio
ÁCut and paste, IM
ÁPaper, Fax

Stored in 

different ways
on many devicesé

ÁCell phones
ÁLaptops
ÁPDAs,iPods
ÁBriefcases

Business 
Partners
Supply 
Chain

Coffee Shop
Hotels

Home

Protecting Data

ÁAt rest

ÁIn motion
throughout 
transaction

Inadequate, disjointed 

technology management

Collaboration Brings Complexity, Making it Harder to Secure the Enterprise

http://shopping.aol.com/apple-ipod-30-gb-multimedia-player/1222/499/490813406?k=ipods&tot=9744&rpshow=0&ocid=1
http://shopping.aol.com/apple-ipod-30-gb-multimedia-player/1222/499/490813406?k=ipods&tot=9744&rpshow=0&ocid=1
http://images.google.com/imgres?imgurl=http://www.sony.net/Fun/SH/1-35/shimage/neon.gif&imgrefurl=http://www.sony.net/Fun/SH/1-35/h1.html&h=197&w=300&sz=40&hl=en&start=1&tbnid=vTsNjks4o3tb9M:&tbnh=76&tbnw=116&prev=/images%3Fq%3Dtimes%2Bsquare%2Bsony%26svnum%3D10%26hl%3Den%26lr%3D
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The War on Data is Unrelenting

Espionage Sabotage

Deception

Computer 
Hacking

ά5Ŝƴƛŀƭ ƻŦ {ŜǊǾƛŎŜέ ŀǘǘŀŎƪǎ

Computer viruses, 
worms and logic bombs

Information 
blockades

Weaponized 
exploits

Trojan horse 
programs

Network or email 
address spoofing

Social Engineering
Hoax emails

Data Modification

Perception 
Management

Agent recruitment

Open source 
intelligence

Root Kits

Ransom Ware

Network Sniffing

Defacements
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Survey: CISOs worried about 

insiders, data breaches
www.scmagazineus.com/Survey-CISOs, 2009

Humans the weakest link in any security system 
www.networkworld.com/news, 2009

Thieves Snatch Billions in 

Credit Card Fraud
www.abcnews.go.com 2009

Man made $112,000 in bank account 

hacking scheme
www.computerworld.com2009

ATM malware spreading around the world, researcher says 
www.computerworld.com 2009

Heartland CEO says data breach 

was 'devastating'
www.computerworld.com 2009

Aetna named in security-breach lawsuit
www.hartfordbusiness.com, 2009

News Items are Accelerating, and Confirm the On-going Challenges

Data Breaches Booming
www.informationweek.com, 2009

Survey: Security is CIOsô top 

challenge

www.fcw.com, 2009

http://www.scmagazineus.com/Survey-CISOs
http://www.scmagazineus.com/Survey-CISOs
http://www.scmagazineus.com/Survey-CISOs
http://www.networkworld.com/news
http://www.abcnews.go.com/
http://www.breach.scmagazineblogs.com/
http://www.aafp.org/
http://www.csoonline.com/
http://www.hartfordbusiness.com/
http://www.informationweek.com/
http://www.fcw.com/
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Report Summary: ISS X-Force 2009 Mid-Year Global Update

Attacks Continue Across all Security Domains

ÁPortable Document Format (PDF) vulnerabilities disclosed in the first half of 2009 has 

already surpassed disclosures from all of 2008

ÁUS regains top spot in hosting the most malicious Web sites

Â 3,240 new vulnerabilities were discovered in the first half of 2009, 

an 8% decrease over 2008, but SQL injection and Active X exploitations                              

are on the rise.

Â 50.4% of all vulnerabilities are Web application vulnerabilities

Â ñGain accessò remains the primary consequence of vulnerability exploitation

Â URL spam (simple, one-liner text-based spam) that evades anti-spam technologies 

emerged in early 2008, continues to be the predominant type, coming from well known & 

trusted domains (blogspot, doubleclick, google)

Â 66% of phishing is targeted at the finance industry, 31% targeted at Online Payment 

Institution

Â Trojans make up 55% of all Malware 

Â Information-stealing Trojans are the most prevalent malware category

Â New malicious Web links increased by 508% in comparison to the first half of 2008.
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Information Risk Management Challenges are Large, Complex & Many

ÁKeeping up with Compliance Regulations: New and Existing

ÁInternal / External Fraud ïThreat / Vulnerability Analysis and Mitigation

ÁIdentity Theft ïEmployees, Vendors / Contractors, Customers, Partners

ÁData Breaches ïData @ rest and in-transit; Data Leakage Prevention (DLP)

ÁBusiness Continuity and Resilience ïincluding Pandemic Planning

ÁIdentity and Access Management ïAudits on entitlements and provisioning

ÁEmployee and Customer Awareness ïof evolving security and fraud risks

ÁFinancial Crimes ïOrganized Crime Ring Attacks and Data Sharing Services

ÁManaging 3rd Party Risk ïVendor Risk Management

ÁIT Risk Management and Continuous Control Monitoring
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New Massachusetts Regulation:  Too Intrusive? or on the Mark
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Financial Fraud is the Leading Category of Financial Loss

(Source: CSI 2007 Survey, n= 494, US)
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Is this the Security Problem?

LOST OPPORTUNITY

50% of consumers avoid making 

purchases online because they are afraid 

their financial information will be stolen 

(Source: Cyber Security Industry Alliance 

survey of consumers, 2007)

LOST REVENUE

The average cost per hour of unplanned 

downtime = $42,000, per 1000 transactions 

(Source: Alinean ROI Report)

LOST CUSTOMERS

33% of consumers notified of a security 

breach will terminate their relationship with 

the company they perceive as responsible 

(Source: Ponemon Institute, 2007)
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IT Innovation: 

Requiring new ways to 

secure the new ways 

we collaborate

The Global Economy: 

Driving new security 

support requirements

Compliance Spending: 

Investing in more point 

products to solve more 

point problems

New Methods and Motives: 

Adding to the complexity and sheer number of risks

Flexibility in 

Business Methods: 

To improve operations 

and serve customers

Complexity remains the biggest security challenge!*
Integration is key to managing the cost and complexity of the evolving landscape

*InformationWeek 2008 Security Survey

Or is this the REAL Security Problem?  Complexity
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ÁEnterprises are looking to reduce security complexity 

ÁEnterprises require integrated solutions that reduce total 

cost of protection and improves their security posture

ÁñPeopleò consume the largest percent of IT spend 

Source: Customer interviews

% of IT Spend

Software 7%

Hardware 9%

People 45%

Services 24%Appliances 15%

The Security Challenges of Cost and Complexity

IT Security Priorities

-Intrusion Detection (IDS)     1

-Security Information Management 2

-Firewall 3

-Other 4

-Access / ID 5

-Virtual Private Network 6

-Endpoint Firewall 7

-Patching 8

-Vulnerability Assessment 9

-Spam filtering 10

-Anti virus 11

-Anti spam 12

-Web Filtering 13

IT Security Priorities



IBM Internet Security Systems

© Copyright IBM Corporation 200815

FY 2008 Security Study from the Ponemon Institute 

ÁCosts of a data breach continue to rise (now $202 per record, avg. total cost = $6.6M)

- Lost business is the largest cost of a data breach ($139 of the $202) 

Á3rd Party data breaches are increasing

ÁWhat are survey companies doing about breaches?

- Training / Awareness programs lead their efforts against future breaches

- Leading technology measures include encryption, identity / access mgmt.and data loss prevention 

ÁIncreased customer churn rates drive business costs higher

ÁñSome of the best news out of this survey is that churn is really happening.  People really do 
care when organizations screw up and lose their data.ò

ï Quote from Dr. Larry Poneman of the Poneman Institute as reported by The Washington Post February 3, 2009 

Source: Ponemon Institute, 2008 Annual Study, ñCost of a Data Breachò February 2009
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Lost Business Costs from a Breach are High and Growing

Source: Ponemon Institute, 2008 Annual Study, ñCost of a Data Breachò February 2009
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Customer ñChurnò to a New Provider can be High After a Data Breach 

Source: Ponemon Institute, 2008 Annual Study ñCost of a Data Breachò, February 2009
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Third Party Share of Data Breaches is Growing

ÁOutsourcers / consultants often analyze or process customer related information  

Á100% growth in third party share of breaches in only 3 years

Source: Ponemon Institute, 2008 Annual Study ñCost of a Data Breachò, February 2009
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Security and Your Business:  Assuring Customer Confidence

ÁOnly 44% of respondents feel their 

information is safe when engaging in e-

commerce. 

Á50% avoid making purchases online 

because they are afraid their financial 

information will be stolen.

Á94% say ID theft is a serious problem

ÁOnly 24% say businesses are placing the 

right emphasis on protecting information 

systems and networks. 

Source: Cyber Security Industry Alliance 

survey of consumers, 2007

1. Data security 

2. Global Warming

3. Terrorism 

4. Job loss 

5. Disease or epidemics 

6. Natural disasters

Assure brand position with recognition of 

trusted partner and trusted provider status
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Security and Your Business:  Reducing a Big Riskéòoopsò 

ÁDonôt underestimate the human factor

ÁLost Laptops continue to be a leading area of lost sensitive data 

ÁInsider negligence is a high cause of breaches

- Over 88% of all cases in ó08 involved incidents resulting from negligence

- Per-victim cost for data breaches involving negligence cost $199 per record vs. 

malicious acts costing $225 per record.

Source: Ponemon Institute, 2008 Annual Study ñCost of a Breachò

ÁñOh no, what was in that spreadsheet?

ÁSocial Engineering Challenges
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Security and Your Business:  Protecting Against Possible Liability

ÁNegligence is defined as the failure to assert  

due care (level of care that a reasonable 

person would have used under similar 

circumstances [Westby 04], [Braun 04])

ÁLeaders who make their decisions with due 

care may receive protection 

ÁTaking action to protect critical information 

assets is a way for leaders to demonstrate 

that they are acting in a reasonable manner

ÁThe high-profile case of TJX demonstrates 

the point: the buck stops in the boardroom

https://buildsecurityin.us-cert.gov/daisy/bsi/articles/best-practices/management/564.html
https://buildsecurityin.us-cert.gov/daisy/bsi/articles/best-practices/management/564.html
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Security and Your Business:  Creating a Foundation of Trust

Reliable Information Communication

Communication Ideas

Ideas Innovation

Innovation Growth            

Security

ñThe central truth is that information security is a means, not 

an end. Information security serves the end of trust. Trust is 

efficient, both in business and in life; and misplaced trust is 

ruinous, both in business and in lifeé As an end, trust is worth 

the price. Without trust, information is largely useless.ò                                                                   
Dan Geer, risk management and security expert, from the Cutter Consortium Business ïIT  article 

ñWhy Information Mattersò
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Hereôs One Security Approach
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Managed 

Security 

Services

Security 

Hardware and 

Software

Professional 

Services

IBMôs Recommended Approach: 

A Holistic Security Framework

The IBM Security Framework

Common Policy, Event Handling and Reporting

The IBM Security Framework

Common Policy, Event Handling and Reporting

Security Governance, Risk Management 

and Compliance
Security Governance, Risk Management 

and Compliance

Network, Server, and End-point

Physical  Infrastructure

People and Identity

Data and Information

Application and Process

ÅSECURITY COMPLIANCE

ÅSecurity is a key element in achieving and maintaining 

regulatory compliance (PCI, GLBA, SOX, etc.)  While 

enterprises themselves own their regulatory compliance 

position, IBM can help assess and remediate security for 

your environment.

ÅIDENTITY & ACCESS MANAGEMENT

ÅHelp you enable more secure collaboration with internal and 

external users with controlled and security rich access to 

information, applications and assets

ÅDATA & INFORMATION SECURITY

ÅAssistance in protecting and securing your data assets. 
Every application, or business is dependant on the security 
of its data. 

ÅAPPLICATION & PROCESS SECURITY

ÅHow to continuously manage, monitor and audit application 

security  based on business decisions. 

ÅNETWORK, SERVER & END POINT SECURITY

ÅComprehensive threat and vulnerability management across 

networks, servers and end-points. In web 2.0, the end point 

is key to security. 
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People & 
Identity

Data & 
Information

Application 
& Process

Network, 
Server, & 
Endpoint

Physical 
Infrastructure

Identity & Access Mgt

Federated Identity Mgt.

Trusted Identity

Identity Provisioning

Identity Proofing

Database/Content Mgt

Content Monitoring

Data Governance

Data Encryption Solns.

Storage Management

Secure Development Tools

Security Method Enforcement

Web Application Scanning

Application Firewall

SOA & XML Security

Intrusion Detection

Vulnerability Mgt.

Event Correlation

Change & Config. Mgt

Security Compliance Scan

Digital Video Surveillance

Smart Surveillance Solns.

RFID solutions

Enterprise Asset Mgt.

Physical Security

The Challenge: Managing Risk Across These Key Business Processes
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Compliance program
ÅRegulatory compliance
ÅTechnical, policy and standards compliance
ÅHealth checking
ÅInternal audit and response
ÅManaged Compliance

Security risk management framework
ÅThreat risk assessment
ÅInformation asset profile
ÅProject risk assessment
ÅSecurity risk management

Strategy
ÅStrategy defines Information security policy
ÅEnterprise security architecture

Governance framework
ÅGovernance structure
ÅStandards and compliance driven policies

Governance, Risk Management and Compliance

Incident management

ÅIncident response 

ÅIncident management

ÅEvent correlation

ÅForensics

Standards, practices and controls
ÅStandards requirements based on business needs
ÅStandards rules definitions
ÅImpact assessment

Privacy and information management strategy
ÅPolicy based on strategy
ÅDefine privacy information strategy
ÅRequirements and compliance process

Common Policy, Event Handling and Reporting

Vulnerability management

ÅStandard operating environment

ÅPatch management

ÅVulnerability scanning and 
assessment

Endpoint Security

ÅTrust

ÅCertificates

Data Loss Prevention

Network segmentation and 
boundary protection

ÅNetwork zone management and 
boundary security infrastructure

ÅRemote access infrastructure

ÅIntrusion defense and identification

ÅNetwork security infrastructure

Content checking

ÅVirus protection

ÅContent filtering

Network Server and Endpoint

Secure storage

ÅData retrieval

ÅData storage protection

ÅData destruction

ÅArchiving

Systems integrity

ÅSecurity in systems management

ÅSecurity in business continuity 
planning

Encryption

Business process 
transaction security

ÅFraud detection

ÅData transaction security

Database security

ÅDatabase configuration

ÅMaster data control

Message protection

ÅPublic key infrastructure

ÅMessage protection security

Data and Information

Third party security

ÅAwareness training

ÅCode of conduct based on policies

ÅTrust Relationships

Training 

ÅAwareness and training
Access management

ÅSingle sign-on

ÅAuthentication services

People and Identity

Application development
environment

ÅSecure coding practices

ÅOperational application support

ÅInput validation

ÅWeb 2.0 development

Systems development 
lifecycle (SDLC)

ÅBusiness rules based on policies

ÅSecurity objects based on business 
needs

ÅSecurity in the SDLC process

Application and Process security

Physical asset management

ÅAsset management

ÅDocument management

Site security

ÅSite planning

ÅSite management

Training 

ÅAwareness and training

Physical security

An Example of a Holistic Business Driven Security Framework

Identity lifecycle management

ÅUser provisioning

ÅOther entity provisioning

ÅIdentity credential management

Identity proofing

ÅAccess management

ÅBackground screening

ÅIdentity establishment
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ÁSecurity reduces business risk

ÁSecurity assures the delivery of reliable 

information required for innovation

ÁSecurity assures investor confidence

ÁSecurity assures customer confidence

ÁSecurity enables compliance

ÁSecurity protects against possible liability

ÁSecurity assures ability to transact business

Security offers tangible benefits to the business

Security Business
Trusted

Information

http://images.google.com/imgres?imgurl=http://middlezonemusings.com/wp-content/uploads/2007/05/bridges.jpg&imgrefurl=http://middlezonemusings.com/blogging-metaphors-bridge-building/&h=333&w=500&sz=27&hl=en&start=25&sig2=1QOqnrXuik7byHeycOknfQ&um=1&tbnid=37gVtZ2HBWFR6M:&tbnh=87&tbnw=130&ei=5erfRvyEFZaGeOzVnYwD&prev=/images%3Fq%3Dbridge%26start%3D18%26ndsp%3D18%26svnum%3D10%26um%3D1%26hl%3Den%26rlz%3D1T4ADBS_en___US217%26sa%3DN
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What to do NOW to help your security posture

ÁHelp your CEO & Board see security as a business imperative

- They have a fiduciary role

ÁWhile there are no silver bullets, ñbest practicesò rest in a holistic framework approach

ÁPrioritize your security projects, investment $$ and resources are often limited

ÁReduce complexity to save $$$

- Consider:

ÅManaged Security Services with a trusted partner 

ÅReducing the number of security vendors for strategic advantage   

ÁEnsure your vendors & outsourcing partners implement strong security

- Your security depends on it
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What you can do NOW to help your security posture (cont.)

ÁProtect against external threatsé.e-criminals are hungry to get in

- The data is under siege: networks, servers and endpoints all need protection

- Firewalls and anti-virus simply arenôt enough 

ÁProtect against internal threatsééto prevent critical data from getting out

- Explore Data Loss Prevention solutions for networks, servers and endpoints, including encryption

- Implement strong identity & user access solutions

ÁConduct regular risk and vulnerability assessments, as ñchangeò can affect security

- Consider rotating your assessment vendors, for fresh insights

ÁDevelop new applications with security built in from the beginning

- And test existing applications for vulnerabilities

ÁThe end user is a weak link, keep security awareness alive

- Educate and train employees and others on their roles and responsibilities

ÁHave a documented security incident response plan

- What would you do? What depts. are involved?  Who would you call for help? Time is of the essence
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ÁFounded in ó94, acquired by IBM in October ó06 (~$1.3 Billion)

ÁA market leading IT security company that is now a key IBM division

- Pivotal to IBMôs holistic, framework based, IT security strategy

ÅIBMôs helping lower risks, costs and complexity

- Protection leadership in network, server and endpoint solutions

ÅSecurity Products (HW / SW)

ÅProfessional Security Services (consulting)

ÅManaged Security Services

ÁMore than 12,000 clients worldwide

- 3700 Managed Security Services (WW, all industries)

ÁThe X Force: a global security intelligence leader

ÁA global leader in preemptive security and

managed protection services

ÁGartner Magic Quadrant Leader

IBM Internet Security Systems Overview
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Solutions

Only IBM Security is Backed by the IBM X-Force® Research Team

Protection Technology 
Research

Threat Landscape 
Forecasting

Malware Analysis

Public Vulnerability 
Analysis

Original Vulnerability 
Research

Research Technology

The X-Force team delivers reduced operational complexity ï
helping to build integrated technologies that feature ñbaked-inò simplification

X-Force Protection Engines

ÁExtensions to existing engines

ÁNew protection engine creation

X-Force Xpress Updates

ÁSecurity Content Update 

Development

ÁSecurity Content Update QA

X-Force Intelligence

ÁX-Force Database

ÁFeed Monitoring and Collection

ÁIntelligence Sharing
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IBM ISS Professional Security Services Portfolio

IBM ISS brings services and technology together to reduce the cost and complexity of managing 

risk in an organization.

ÁSecurity Governance

ÁSecurity Risk 

Management

ÁSecurity Program 

Design and 

Management

ÁCompliance & 

Regulatory Services

ÁPrivacy Services

ÁThreat Mitigation

ÁAssess, Design, 

Deploy, Manage & 

Support Services

ÁSecurity Enablement 

and Vulnerability 

Management

ÁApplication Security

ÁEducation services

ÁNetwork Protection

ÁEndpoint System 

Protection

ÁData Security

ÁEnterprise Content 

Protection Services

ÁEndpoint Data 

Protection Services

ÁActivity Compliance 

Monitoring and 

Reporting Services

ÁIdentity and Access 

Management

ÁIdentity Assessment 

and Strategy Services

ÁUser Provisioning 

Services

ÁWeb Access 

Management Services

ÁEnterprise Single Sign-

on Services

ISS Security Focus Areas
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Managed Security Services Security Enablement Services

Managed  and Monitored 

Firewall Services

Managed IPS and 

IDS Services

Managed 

UTM Services

Managed Protection 

Services for Networks, 

Servers and Desktops

Vulnerability 

Management Services

Security Event 

Management Services

Secure Log Management 

Services

Managed E-mail Security

Managed Web Security

Multiple Device Types & Vendors Supported

Managed Identity 

Services

IBM ISS X-Force® Threat 

Analysis Services

IBM Managed Security Services
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IBM Global Security Reach and Expertise

8 Security 
Operations 

Centers

9 Security
Research
Centers

133
Monitored
Countries

20,000+
Devices under

Contract

3,700+
MSS Clients
Worldwide

2.5 Billion+
Events
Per Day

IBM has the unmatched global and local expertise to deliver 
complete solutions ïand manage the cost and complexity of security
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Unified Enterprise Security

Console for all products

Vulnerability Scanning Appliance

ÅVulnerability Discovery

ÅRemediation Recommendation, prioritization 

and assignment

ÅTracking to resolution

ÅCompliance Reporting

Multifunction Appliance ïMX UTM
ñAll-in-Oneò Protection Appliance

ÅIDS/IPS
ÅFW / VPN
ÅAntiVirus (signature & behavioral)
ÅAntiSpam
ÅWeb Filter
ÅSpyware

Protection ApplianceProtection Appliances Real Secure Server 

Sensor

NEW Data Security Services and Data Loss Prevention (DLP)

IBM Internet Security Systems Product Offerings

Data LeakageïA holistic 
approach to ensure that data 
does not find itôs way outside of 
controlled environments 

Proventia Network IPS ïGX Models
ÅPreemptive Security for Networks
ÅIdentifies & analyzes >140 protocols
ÅBi-directional deep packet decode using 
Protocol Analysis Module
ÅSized by segments and network 
throughput to protect 
(10Mb to 5 Gb in line)
ÅVirtual Patch Technology ïahead of the 
threat ïprotection against zero day 
attacks with X-Press Updates  

NEW proventia 
endpoint secure control

Desktop Protection Agent

System / Data Protection & 

System Management Agent

ÅFirewall

ÅIntrusion Protection

ÅAntivirus (signature & behavioral)

ÅDevice control

ÅDLP

ÅNAC

ÅWhole disk encryption

ÅPatch management

ÅPower management

ÅCompliance/SCAP/FDCC

ÅSoftware deployment/removal

Protection Agent

Real Secure Server Sensor

ÅSolaris, AIX, HP-UX & Windows

ÅFirewall

ÅIntrusion Protection

ÅProtects SSL applications

ñMulti-layeredò Protection

ÅWindows & Linux

ÅFirewall

ÅIntrusion Protection

ÅProvides monitoring of Windows 

Registry, users, files and directory
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ÁLeadership in Managed Security 

Services (2007, 2008, 2009)

ïGartner Magic Quadrant

ï Forrester Wave

ï Frost & Sullivan

Á#1 Identity Management 

Provider, IDC (2007)

Á#1 Vulnerability Assessment 

Provider, Frost & Sullivan (2007)

ÁNSS Labs Gold Award (1stin 5 yrs) for ISSô 
GX6116 Network IPS (2009)

ÁGartner Leaders Quadrant, 
Network IPS (February 2008) 

ÁGartner Leadership Quadrant, 
Web Access Management (October 2007)

ÁGartner Leadership Quadrant, 
User Provisioning (August 2007)

Industry Recognition for our IBM Global Security Solutions
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Beyond Offerings, Other Ways IBM can Help

Two no charge assessment opportunities

ÁWhere do we stand?  Security Self Assessment
- IT Security Assessment Tool for Mid-size businesses (from Aberdeen Group)

ÅCompare yourself with other companies with an easy-to-use online assessment tool. 
Å http://www-

03.ibm.com/businesscenter/smb/us/en/itsecuritytool?&ca=smbIT101408&tactic=&me=W&met=inli&re=homeherous1

ÁWhere can we save money while lowering risk?  Cost Analysis 

Assessment
- Managed Security Services (MSS) Total Cost of Ownership Calculator

ÅTool is used by ISS in collaboration with you the client, based on your environment

ÅPlease contact psmchugh@us.ibm.com who will connect you with your ISS team who 

can help you determine if this assessment is right for you.

http://www-03.ibm.com/businesscenter/smb/us/en/itsecuritytool?&ca=smbIT101408&tactic=&me=W&met=inli&re=homeherous1
http://www-03.ibm.com/businesscenter/smb/us/en/itsecuritytool?&ca=smbIT101408&tactic=&me=W&met=inli&re=homeherous1
http://www-03.ibm.com/businesscenter/smb/us/en/itsecuritytool?&ca=smbIT101408&tactic=&me=W&met=inli&re=homeherous1
mailto:psmchugh@us.ibm.com
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Thank You

Q&A

Phil McHugh, Americas

Don Darden, Indiana

Brian Kitz, Michigan

psmchugh@us.ibm.com

dardend@us.ibm.com

bkitz@us.ibm.com

ibm.com/services/security


